Signs You May Be Under
Investigation for a Federal White Collar Crime
and
What TO DO if you are!
By
James P. Whalen
Whalen Law Office

Introduction
The purpose of this book is to help the typical
person identify if they are under a federal criminal
investigation for a white collar crime, and if they are
what to do.

The first question the book will answer

is: “How will I know if I’m under investigation for a
white collar crime?” There are generally four telltale signs that you may be the subject of a criminal
investigation which I will help you recognize. The
second question this book will answer: “I recognize
these four signs, now what do I do?” There are six
things you should do when you are in this situation,
since by failing to do them could hinder your ability
to defend yourself against the massive Federal
Government.
2

3

Part I
HOW WILL I KNOW?
CHAPTER ONE
Contacted by a Federal or State Law
Enforcement Agent
In many cases, a federal law enforcement
agent will contact people who they suspect may be
involved in a crime well before they actually charge
someone with a crime.
There are numerous federal agencies that
investigate criminal activity. The common ones are:
• Federal Bureau of Investigation (FBI),
• Alcohol, Tobacco, Firearms and Explosives
(ATFE)
• Drug Enforcement Administration (DEA)
• Internal

Revenue

Investigations Division (IRS)
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Service-Criminal

• Immigration and Customs Enforcement (ICE)
• U. S. Customs and Border Protection (CBP)
• U.S. Secret Service
• U.S. Marshal Service
• U.S. Postal Inspection Service
• Fish and Wildlife Service
Additionally, most if not all Federal Agencies
have an Office of Inspector General, or OIG, which
employs people with authority to investigate crimes
and authority to arrest. For example, the agencies I
have

worked

with

are

the

Small

Business

Administration, Department of Education, Health
and Human Services and the Federal Housing and
Finance Administration.
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Most federal law enforcement agents do not
wear any type of uniform and work in what is called
“plain clothes”. This is usually business attire like a
suit and tie. They also generally travel in teams of
two. If they suspect you are part of an organization
that may be under investigation, they may contact
you by coming to your home, place of employment
or simply give you a call. These agents may try to
talk to you about the company you own, manage,
work for, and perhaps even about other employees
of the company.
It is not always a federal law enforcement
agency that will be contacting you during the initial
stages of an investigation. Sometimes State law
enforcement agencies will be involved as well. If
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you are being contacted by any government or law
enforcement agency, it is safe to assume you may be
under investigation.
While it may not seem like you are the target
of their visit, it is still very important to discuss the
event with an experienced criminal defense attorney
before speaking with any law enforcement agent.
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CHAPTER TWO
Subpoena for Business Documents
If a federal prosecutor’s office, known as the
United States Attorney’s office, has filed a grand
jury subpoena for any type of business documents, it
is a clear sign that you or someone connected to you
may be under investigation.

Most federal white

collar crimes involve business transactions that are
documented on paper. Therefore, these types of
investigations begin with the collection and review
of those documents. The investigations can involve
mortgage loans, bank loans, stock purchases, oil and
gas investments, Medicare/Medicaid billing, just to
name a few. The subpoena is usually a grand jury
subpoena served by a federal law enforcement agent
or an Assistant United States Attorney. The Grand
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Jury meets on a regular basis to decide if crimes
have been committed and whether to return an
indictment charging a person with a crime. The
Grand Jury process is secret and if one appears
before a grand jury, you cannot disclose what
happened at the grand jury. If you disclose what
happened at the grand jury to others you could be
prosecuted for doing so. Below is an example of a
grand jury subpoena to help you identify what one
looks like and also inform you of the possible
penalties you could face if you don’t respond to the
subpoena properly.
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CHAPTER THREE
You are presented with a Search Warrant
If you or your business is presented with a
search warrant to seize any type of business
documents or computers at home or office it is an
obvious signal that you are under a criminal
investigation.
In order for a search warrant to be issued and
signed by a federal judge, a federal law enforcement
officer has to swear to an affidavit to all the facts
he/she is relying on to establish probable cause that
a crime HAS been committed and evidence of the
crime is located in the person’s home, business,
automobile, computer, storage shed etc. & thus must
be seized as proof. So, if a search warrant has been
issued the agents believe you have committed a
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crime at that point and a Federal Judge has agreed
with that belief. You cannot refuse the law
enforcement access, but you can contact an attorney
as quickly as possible to ensure the agents don’t do
anything that is outside the scope of the search
warrant, such as seizing items that are not covered
by the warrant or searching places that they are not
authorized to search.

I have attached a search

warrant below to help you recognize what a search
warrant looks like.
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CHAPTER FOUR
Receipt of a Target Letter
The use of target letters is one thing that is
fairly unique to federal white collar criminal
investigations. This is a letter that is sent by the
prosecuting attorney to a person or a business letting
them know that there is an open investigation and
you and/or your business is/are the subject or target
of that investigation. The letter will generally let you
know what the investigation is about, and what
rights and responsibilities you have. It will also
request that you contact the prosecuting attorney
within so many days to discuss the matter. If you
receive this letter, it is imperative that you contact
an

experienced

criminal

defense

attorney

immediately. An experienced criminal defense
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attorney can negotiate with the Assistant United
States Attorney so you are only a witness and not a
defendant.

An experienced criminal defense

attorney by intervening early can convince a
prosecutor to close the investigation and not bring
charges.

Or in the unfortunate event you have

committed a crime, your attorney can negotiate with
the prosecuting attorney to limit your exposure by
reducing the charges or cooperating in the
investigation. It is imperative that you do not delay
and contacting an attorney upon receipt of this type
of letter. Any delay on your part could cause you to
miss an opportunity for your attorney to create a
favorable outcome. A sample target letter looks like
this?
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PART II
WHAT TO DO
CHAPTER FIVE
Don’t panic – call an attorney
If contacted by law enforcement in person,
received a target letter, served with a subpoena or
search warrant, don’t panic and call an attorney. I
know that it is easier said than done especially if this
is your first encounter with law enforcement and it
is a federal agent, but in order to protect yourself it
is a must. I have seen people panic and make
matters worse by shredding documents or telling
potential witnesses what to say or do.

These

behaviors will turn a small problem into a major
problem very quickly and hinder your attorney’s
ability to facilitate a favorable outcome.
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The best thing to do is call an experienced
criminal defense attorney to ensure that your rights
are safeguarded at all times, He or she will provide
guidance

and

help

you

understand

what’s

happening, removing a great deal of uncertainty and
give you the peace of mind that everything will be
okay. You should look for an experienced criminal
defense attorney who has extensive federal criminal
defense experience. Additionally, look for a Board
Certified Criminal Defense attorney who has
dedicated the majority of their law practice to
helping people accused of crimes.

CHAPTER SIX
Do not answer questions
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Many people under investigation talk to law
enforcement before they understand what the
information will be used for. Sometimes they yield
because they have been threatened with arrest.
Don’t be fooled and give them details that could and
most likely compromise you later. As a society, we
have been conditioned to cooperate with law
enforcement, but it is okay and within your
RIGHTS to tell a federal agent that you want to
speak to an attorney before answering their
questions.
Some agents will attempt to intimidate you by
saying things like “We can have this conversation
here or downtown.” Comments like this signal an
unreasonable and aggressive attitude. Even if the
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investigator is polite, don’t be fooled. It is their job
to collect information and evidence, not help you. It
is the job of your lawyer to help you navigate the
legal system and advocate on your behalf.
To illustrate the point, I have had several
clients talk to law enforcement because they felt
they had nothing to hide or thought if they just
explained their side of the story it would make the
situation go away. Unfortunately, the outcome for
these clients was that their statements just
strengthened

the

case

against

them.

Law

enforcement agents are allowed to lie to you in order
to get a confession out of you. If you ask an agent
“should I get a lawyer” most will try and talk you
out of it. I had a client ask that very same question,
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and was told “why do you need a lawyer if you have
nothing to hide”. The client fell for this and talked
to the agents. A week later that client received a
target letter. which possibly could have been
avoided if he had contacted an experienced criminal
defense attorney prior to speaking to the agent.
If a federal agent gives you a Miranda
warning, saying “you have the right to remain
silent”, know that you are definitely the subject of a
criminal investigation. Say nothing further without
an attorney present. If you request an attorney, all
questioning is supposed to end immediately. If they
continue to attempt to question you, just say, “I want
my attorney.” In my experience, I have come to
believe that you can never win by giving statements
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to police without the aid of an attorney.

The

predicament seems to be, If you don’t answer
questions, they are going to think you have
something to hide, but if you do give a statement
and you do not admit your guilty then they will just
say that you are lying. As the saying goes, you are
damned if you do and damned if you don’t. So
protect yourself and just don’t answer any questions.
Additionally, by giving a statement without the full
knowledge of what actually taking place will limit
your defense later. Once you give that statement, it
is on permanent record. Any attempt to change
statements at a later date will cause you to lose
credibility. My experience also has been that by
giving a statement early, it gives the government
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ample time to prove what you said as erroneous, as
well as using it to anticipate your defense. Err on
the side of caution and Keep your Mouth Shut!

CHAPTER SEVEN
If you do answer questions, Tell the Truth
If you disregard the sound legal advice in
Chapter Six and choose instead to talk to law
enforcement, please, please tell the truth.

All it

takes is just one lie to make you look guilty. A
single lie will solidify the government’s belief that
you are guilty, and thus makes it easier for them to
convince a jury you are guilty. The general belief is
that

only

guilty

people

lie

to

the

police.

Additionally, giving false information or lying to a
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federal agent is a crime. You can face up to 5 years
in federal prison for lying to a federal agent. It is
natural to want to defend yourself by explaining
what happened, but remember investigators are only
there to seek evidence, not see your point of view. It
is the prosecutor, not the investigator, who makes
the decision regarding prosecution. So save any
explanations for your attorney who can speak on
your behalf with the prosecutor.
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CHAPTER EIGHT
Do not consent to any search of your home or
business without a warrant.
If any federal agents asks you to search your
home or business, or asks you to surrender anything,
make sure they have a legal right to request the
items. Federal law enforcement agents cannot search
your home, office, vehicle, phone or computer
without a search warrant unless you consent. If you
consent to a search, you cannot complain later that
they didn’t have a warrant. If law enforcement asks
to search your home, office, phone or computer, ask
if they have a warrant. If they do not have a warrant
tell them NO!
I had a client who turned over his computer to
the FBI simply because they asked. The FBI then
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searched that computer and found a mountain of
incriminating evidence which led to charges being
filed and ultimately a prison sentence. Why would a
federal law enforcement agent request a consensual
search? The most likely reason is because he/she
doesn’t have enough evidence to convince a judge
to issue a search warrant. So do not consent to any
type of search without consulting an attorney first. If
they do present a warrant consult an attorney and do
not interfere with the agent’s ability to execute the
warrant.

Chapter Nine
Do not surrender any documents without a
subpoena.
If a federal law enforcement agent requests
documents from you, do not produce anything
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unless presented with a subpoena or they have
warrant to seize the documents. Generally, you are
under no legal obligation to surrender documents
unless they are properly subpoenaed.
If you are served with the subpoena, you are
legally obligated to comply with the subpoena. DO
NOT IGNORE the subpoena. If you fail to comply
with a subpoena in any way you could be charged
with obstruction of justice and face time in federal
prison. Hire an attorney to help you. Your attorney
will contact the U.S. attorney’s office or agent to
determine what they need, and then advise you how
to comply to the best of your ability.
If you are ever served with a subpoena, do not
destroy any documents that are being requested. The
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destruction of documents can also lead to possible
obstruction of justice charge.

Additionally, you

cannot tell anyone, other than your attorney you
have been served with the subpoena. If you do, you
can be subject to criminal penalties for the
disclosure. So, if served with a subpoena, hire an
attorney to help you comply with the subpoena and
prevent you from violating the law.

CONCLUSION
I hope the above information has been helpful
in recognizing the signs that you may be under
investigation for a federal with collar crime and
some tips on what do if you are. I also hope that
this book will help anyone that reads it have a better
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understanding

of

the

process

of

criminal

investigation and your rights if you are a possible
subject of one. I hope that you never have to utilize
this book but in the event you do or know someone
who should, the information contained in this book
should give you the confidence to handle the
situation that protects you and your rights.
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